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Table 15: Example Structure: Targeted

Location | Content Description

, E _ PDF header and OpenAction object which executes
000000 REDE=3 .8 . ok o ciuieie 1 0 obj. .<</Pég javascript when document is opened
000020 es 2 0 R /Type/Catalog/OpenActio
000040 n 8 0 R >>..endobj..2 0 obj..<</

) ) Font object: Times Roman.
000140 j..4 0 obj..<</Type/Font/BaseFon
000160 t/Times-Roman/Subtype/Typel>>. .e

, : _ Obiject containing formatted text.

De01eo 0deb). -5 o). xC/Tangel 473/F1 The victim never sees this content. This content is
0001A0 lter/FlateDecode >>stream..x.U..n not consistent with rest of social engineering used in
B : attack.
000380 ..endstream. .endobj..6 0 obj<<

(Decoded, extracted raw text):

Financial Reform Puts Republicans

on the Spot

(April 26) -- Even as they lost

today’s Senate vote

_ _ Font object: Helvetica.

0003E0 .endobj..7 O obj..<</Type/Font/S
000400 ubtype/Typel/BaseFont/Helvetica/
000420 Encoding/WinAnsiEncoding>>. .endo
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Name Description Name Description

size Size of document (bytes) version PDF version as extracted from header
count_obj Count of object markers count_endobj Count of end of object markers
count_stream Count of stream markers count_endstream Count of end of stream markers
count_xref Count of cross reference table markers count_trailer Count of trailer markers
count_startxref Count of cross reference table markers count_eof Count of end of file markers
count_page Count of page markers count_objstm Count of object stream markers
count_js Count of |5 object markers count_javascript Count of JavaScript object markers
count_action Count of action (AA and OpenAction) ob- | count_acroform Count of Acroform object markers

ject markers

count_font Count of Font object markers count.stream._diff Difference  of countstream  and
count_endstream
moddate_ts Modification timestamp (seconds—Unix | moddate_tz Modification timezone (seconds-UTC off-

epoch) set)
createdate_ts Creation timestamp (seconds—Unix | createdate_tz Creation timezone (seconds—UTC offset)
epoch)

createdate_version_rati

oRatio of creation date to version (days
since Jan 1 1993 / version)

moddate_version_ratio

Ratio of modification date to version
(days since Jan 1 1993 / version)

createdate_dot Count of dot characters in creation date moddate_dot Count of dot characters in modification
date
pdfid0_len PDFid0: Count of characters pdfid0_lc PDFid0: Count of lower case characters
pdfid0_uc PDFid0: Count of upper case characters pdfid0_num PDFid0: Count of numeric characters
pdfid0_oth PDFid(: Count of other characters pdfid0_dot PDFid(: Count of dot characters
pdfidl_len PDFid1: Count of characters pdfidl_lc PDFid1: Count of lower case characters
pdfidl_uc PDFid1: Count of upper case characters | pdfidl_num PDFid1: Count of numeric characters
pdfid1_oth PDFid1: Count of other characters pdfidl_dot PDFid1: Count of dot characters
pdfid_mismatch pdfid0 different from pdfidl (binary) title_len Title: Count of characters
title lc Title: Count of lower case characters title_uc Title: Count of upper case characters
Htle mum Title: Count of numeric charactors title_oth Title: Count of other characters
title_dot Title: Count of dot characters author_len Author: Count of characters
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